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(OCoL()85836440 Subject: Data protection -- United States. Excerpt: . . . 11 the ultimate responsibility but it does empower the CIO with the authority
he needs. This delegation restructures responsibilities and authorities for information secu-rity at the VA, bringing them together in one individual. It
also is the first step in bringing about the cultural changes within VA generally, and more particularly, within IT at VA, that must occur. | have made
it clear to all senior managers in the Department that information security, cyber security and the reorganization of the Office of Information
Technology ( OIT ) are top priorities. These senior leaders know that every employee must be committed to ensure the security of veterans personal
information. Performance evaluations and executive bonuses will reflect the leaders and employees level of commitment. When | commit to
becoming the Gold Standard, | mean VA must be the best in the Federal Government in protecting personal and health information, training and
educating our employees to achieve that goal. The culture must put the custody of veterans personal information first. . . over and above
expediency. | expect nothing less. The IG Report has highlighted serious deficiencies. We have a plan for trans-formation. | realize, however, the
recommendations contained in this report are just a start. Achieving our goal of leadership will require much more. | have reached outside our
ranks and enlisted the assistance of leading experts in the field of data security to assist us in defining our path. With their guidance and VA
resources, we will become the system for all other agencies to emulate. Training in the area of information and cyber security will be a...
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